HNupopmanuonHas namsaTka
JIS1 00y4YAKIIMXCH I pa3MelleHusi Ha opuunaabHbIX UHTEepHET-pecypcax
(ITpusio:xkenne Ne2)

C kaxgbiM rogom MOSOAeXu B UHTEPHEeTe CTaHOBUTLCH Oorblue, a LUKONbHUKM
OOHM M3 caMbiX aKTMBHbIX nonb3oBaTtenen PyHeTa. Mexay Tem, NOMWMO OrpOMHOro
KOnuyecTBa BO3MOXHOCTEWN, WMHTEPHET HeceT M npobrembl. 3Ta namsATka AOMKHa
noMmoyb Tebe 6e3onacHO HaxoanUTbCS B CETU.

KomnbloTepHble BUPYChI

KOMMbOTEPHbIM — BUPYC -  3TO  Pas3HOBUMAHOCTb  KOMMbIOTEPHbIX  Mporpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOW SBNSIETCA CNOCOBGHOCTb K pa3MHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BUPYCbl MOryT MOBPEeaUTb WAN MOMHOCTBI YHUYMTOXUTL BCE
Gannbl U [aHHble, MOAKOHTPOSIbHbIE MNOMb30BaTEND, OT MMEHW KOTOpPOro Obina
3anyuleHa 3apaxeéHHad nporpaMmma, a Takke MNOBpeAuTb UM [axe YHUYTOXUTb
OMepaumoHHy0 CUCTEMY CO BCceMM dhannamu B uenoMm. B GonblMHCTBE criyvyaeB
pacrnpoCTpPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToAbl 3aWMTbl OT BPEAOHOCHLIX NporpamMmm:

1. Wcnonb3ym coBpeMeHHble OnepauMoOHHbIE CUCTEMbI, WMeEKLWMe Cepbe3HbIn
YPOBEHb 3aLUMTbl OT BPEJOHOCHbIX NporpamMmm;

2. MocTosiHHO ycTaHaenMBan nadyTn (UndpoBblie 3annaTtkyi, KOTOpble aBTOMaTUYECKM
yCTaHaBnMBalTCA C Uenbio JopaboTkn nporpammbl) U Apyrme OBHOBMNEHUs cBoeu
onepaumoHHon cuctembl. CkaunBam Mx TONbKO C oduLManbHOro canta paspaboTynka
OC. Ecnu cywiecTtByeT pexumMm aBToMaTU4eCcKoro 0OHOBMEHNS, BKIOYN €r0;

3. Pabotam Ha CcBOeM KOMMbKOTEPE MO4 nNpaBaMmyM Mofb3oBaTens, a He
agMuHUCTpaTopa. 3JTO He no3BONUT  BGOSbLUMHCTBY BPEAOHOCHbLIX NporpamMmm
MHCTannMpoBaTbCA Ha TBOEM NepCcOoHarbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMmMHbIe MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBNeHnem 6as;

5. OrpaHunyb omM3nyeckmin JOCTYN K KOMNbIOTEPY A1 NOCTOPOHHUX NnL,;

6. Micnonb3yn BHeLLHWE HOCUTENN MHOPMaLUNUK, Takne Kak doriewka, guck nnu camnn
N3 UHTEepPHEeTa, TONbKO U3 NPOEepPEHHBIX NCTOYHMKOB,

7. He oTKpbIBa KOMMbIOTEPHbIE (dansibl, NMOSyYeHHble N3 HEHaAEXHbIX UCTOYHUKOB.
Haxe Te dannbl, KoTopble npucnan TBOW 3HaKOMbIW. Jlyylle YTOYHW Yy Hero,
oTnpaensan N oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepegayvn gaHHbIX, HE TEXHOMOrUs, a BCero nvwb dpeHa, mMapka.
Ewe B 1991 rogy HMaepnaHackas komnaHua 3apermctpuposana 6peHg « WECA», uto
obosHavano cnosocoyeTaHne «Wireless Fidelity», koTOpbIM NepeBOOUTCA Kak
«becnpoBogHas TOYHOCTbY.

[o Hawero BpemeHwn gowrna apyras abbpesuaTtypa, KoTopas ABNAETCS TakKoOW Xe
TexHonornen. 1o abbpesnatypa «Wi-Fi». Takoe HazBaHMe GbINO 4aHO C HAMEKOM Ha
cTaHOapT BbiCWIMW 3BYKOBOM TexHuku Hi-Fi, 4yTo B nepeBoge o3HadaeT «BblCOKasi
TOYHOCTb».

[a, 6ecnnaTHbIM MHTEPHET-A0CTYN B Kade, OTENSX U aspornopTax ABNAeTCs OTIINYHON
BO3MOXHOCTbIO BbIX04a B WHTepHeT. HO MHorme akcnepTbl CYMTaKT, u4TO
obwenoctynHole Wi-Fi ceTn He saiBnsatoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTe B 06uieaoctynHbix cetax Wi-fi:

1. He nepepaBai cBOW nuYHy0 nMHdopmaumio Yepes obwenoctynHole Wi-Fi ceTu.
PaboTasa B HMX, XenaTtenbHO He BBOAWTb MNApoONM [OCTyna, fOMMHbI U Kakue-To
HOMepa;




2. Ncnonb3yn n 06HOBNAM aHTUBMPYCHbIE NporpaMmbl U 6paHamayep. Tem cambiM Thbl
obe3onacuilb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. Mpn wncnonb3osaHun Wi-Fi oTkntoum dyHkumio «O6wmi goctyn K charvnam wm
npuHTepam». [aHHas @yHKUMA 3akpbliTa MO  YMOMYaHWO, OOHAKO HeKoTopble
nonb3oBaTeENN akTUBMPYIOT €€ Anga yaobcTea ncnonb3oBaHna B paboTe unm yyebe;

4. He ucnonb3yn nyonuuHbin WI-FI ons nepegayv nnYHbIX AaHHbIX, Hanpumep Ans
BbIXOA4a B coUMarnbHble CETU UMW B SNIEKTPOHHYHO MOYTY;

5. inonb3yn TONbKO 3alumlieHHoe coeamHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

6. B wMobunbHoM TenedoHe oTkmoun  dyHKumio - «logkntoveHne k- Wi-Fi
aBTOMaTU4eCcKn». He gonyckam aBTOMaTM4eCKOro NogkYeHnss yCTPONCTBA K CEeTAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTu

CoumanbHble CeTM akTUBHO BXOAST B HaLLy XU3Hb, MHOMMe ntoan paboTatT 1 XUBYT
TaMm MocTosiHHO, a B Facebook yxe 3apermctpupoBaH MuMap 4YernoBek, 4To
SBNSETC OAHOM cedbMOW BCeX XuTenew nnaHeTtbl. MHorme nonb3oBaTenu He
NMOHUMALOT, YTO MH(OPMaLMs, pa3MeLleHHas UMN B coumarnbHbIX CETAX, MOXET ObITb
HangeHa M UCnosib3oBaHa KemM YrogHo, B TOM 4uchne He obsi3atenbHO ¢ Grnarmu
HaMepPEHNAMMN.

OcHoBHble coBeTbl N0 6e30MaCHOCTU B coLUMarnbHbIX CETAX:

1. OrpaHnyb cnucok gpysen. Y T1ebs B Opy3bsX He OOMMKHO ObiTb CryYamHbIX Y
HEe3HaKOMbIX NOAEWN;

2. 3awumuianm CBOK YacTHY XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUS W APYryl JfUYHYK WHGOpMauMo.  3M0YMbILWIEHHUKU  MOryT
ncnonb3oBaTbh Aaxe WMHgpopmMaumio O TOM, Kak Tbl U TBOM poauTenn nnaHupyete
NPOBECTU KaHUKYbI;

3. 3awmwan ceot penyTaumio - 4EPXKN €e B YACTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Thbl, YTOOLI Apyr1e nonb3oBaTenn BUOENn, 4YTo Thl 3arpyxaews? Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl FOBOPULLb C JIOABMU, KOTOPbIX HE 3HaELlb, HE UCMOMb3YN CBOE pearibHoe
UMS U OPYry NUYHYK MHOpMauMn: UMsi, MECTO XUTENbCTBA, MECTO Yy4yebbl U
npovee;

5. WNaberan pasmeweHns dotorpacdmn B WHTepHeTe, roe Tbl u3obpaxeH Ha
MECTHOCTM, MO KOTOPOM MOXXHO OMNpeaeniuTb TBOE MECTOMNONOXEHNE;

6. lNpu pernctpaumm B coumanbHOM CETU HeobXoOMMO WCMONb30BaTb CHOXHbIE
naposnu, coctosime n3 6yks 1 LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. [Ansa coumnanbHOM CeTn, NOYTbl N APYrMX CanTOB HEODXOAMMO UCNONb30BaTh pa3sHbie
naponu. Torga ecnun Teb4 B3OMatoT, TO 3MTOYMbILLSIEHHUKX NONyYaT SOCTYN TOMBKO K
OQHOMY MECTY, a He BO BCeE cpasy.

ONEeKTPOHHbIEe AEeHbIU

ONEKTPOHHbIE AeHbMM — 3TO OYeHb YA0OHbLIN cnocob nnaTexen, o4HaKo CyLLEeCTBYHOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TU OEHbIN.

OnNeKTPOHHbIE AEHbM MOSIBUNMCH COBCEM HEAABHO M MMEHHO U3-32 3TOr0 BO MHOMMX
rocygapcTeax 4o CUX MOp He MPOMNMCcaHO Npo HUX B 3aKOHaX.

B Poccun xe OHM (PYHKLMOHUPYIOT U O HUX YXe MpONnMcaHo B 3aKoHe, rae ux
pasgensitoT Ha HEeCKONbKO BUOOB - @aHOHUMHbIE U HE aHOHWMHbIe. PasHuua B TOM, 4TO
aHOHVMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs npoBoauTb onepauumm 6e3
naeHTMdnKaLmMn nonb3oBaTens, a B HEaHOHUMHbIX MOEHTUdUKaLMM Morb3oBaTens
aBnsieTca ob6s3aTenbHON.

Takxke cnegyeTt pasnuyatb 3NEKTPOHHble dnaTHble AeHbrn (PaBHbI FOCY4apPCTBEHHbIM




BaniTaMm) U ONEKTPOHHble HeduaTHble [OeHbrMn (He paBHbl rOCy4apCTBEHHbIM
BantTam).

OcHoBHble coBeThbI N0 6e3onacHon paboTe C SNEKTPOHHbIMU AEHbraMM:

1. MpuBsKM K cHETY MOBUIBHBIN TenedoH. 3To cambln yOO6GHbIN N BbICTPbIA CNocob
BOCCTAHOBUTb OOCTYN K cyeTy. [puBs3aHHbIn TenedoH NOMOXET, ecnv 3abyaellb
CBOW NriaTexHbl Naporb UM 3andellb Ha canT C HE3HAaKOMOro YCTPOUCTBA,

2. Wcnonb3yn ogHopasoBble naponu. ocrne nepexoda Ha YCUMEHHYK aBTOpuU3aumio
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu Unn nepexasaTta NraTexHoro napons;
3. Bblbepn cnoxHbin naponb. [pecTynHukam OyaeT He NpoCcTo yragaTb CIOXHbIN
naponb. HagexHble naponu — 370 Naposin, KOTopble coaepXaT He MeHee 8 3HaKOB U
BKIOYaAlOT B Ce0s CTPOYHbIE M MPONUCHbIE BYKBbI, LUMEPbI U HECKOSNIbKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, oyHTa, BocknmuaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;
4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

ANeKTpOoHHas no4yTa

ONEKTPOHHas noyTa — 3TO TEeXHONOorMs W MnpefocTaBnseMble el  ycrnyrm no
nepecbisike N NOMYyYEHUD 3NEKTPOHHbLIX COOOLLEHUA, KOTopble pacnpenensoTcs B
KOMMbloTEpPHON ceTh. OBbIYHO AMNEKTPOHHbIN MOYTOBbLIA AWK BbIMISAAUT Creayowmm
obpasom: uMMA_nonb3oBaTena@umMs_aomMeHa. Takke KpoMe mnepefayn npocToro
TeKCTa, UMeeTCcs BO3MOXHOCTb nepeasaTb pannbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ SNEeKTPOHHOW NOYTOWN:

1. Hago BbiGpaTb MNpaBurbHbIA MOYTOBLIN CepBUC. B MHTEpPHETE €CTb OrpOMHbIN
BbI6op 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OOQHAKO Jlyylle JOBEepsSTb TEM, KOro 3Haellb
N KTO NepBbl B PENTUHTE;

2. He ykasbiBal B JIM4HOM NOYTE JIMYHYIO MHpOpMauuio. Hanpumep, nydwe BbibpaTb
«My3blkanbHbIi_haHaTt@» unm «pok2013» BmecTo «Temal3y»;

3. Wcnonb3yn p[ByxaTanHyio aBTopu3auuio. IOTO Korga MNOMUMO Maposis HY>KHO
BBOAWUTb KO, Nnpucbinaemsiv no SMS;

4. Bblibepn cnoxHbl naposib. [Ons KaXgoro NoYToBOro siLMka AOSMKEH ObiTb CBOW
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CaMOMY CBOW fIMYHbLIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Vcnonb3yin HECKONbKO MNOYTOBbLIX AWMKOB. [lepBbli ON9 4YAaCTHOW NEepernuckn C
agpecatamu, KOTOpbIM Thbl [OBepsielb. JTO 9MEKTPOHHbIM agpec He Hago
Mcrnonb3oBaTh NPU perncTpauumn Ha oopymax u cantax;

7. He oTkpbiBan hansibl N apyrme BrOXKEHUA B NUCbMax faXe eCcrnv OHW MPpULnu oT
TBOUX ApYy3en. Jlydlue yTOYHWN Y HUX, OTNPaBnAnM N oHn Tebe atn dannsi;

8. MNocne okoH4YyaHus paboTbl Ha MOYTOBOM CeEpPBUCE Nepen 3akpbiTMeM BKMagKU C
canToM He 3abyab HaxaTtb Ha «BbInTny.

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr — npecnegoBaHne CcOOOLLUEHUAMM, CcoAepKalumMm  ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; couuarnbHoe OGOMKOTMPOBaHME C MOMOLLbHO
PasfMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 Bopbbe ¢ KMbepbyNANHIom:

1. He 6pocarics B 6on. Jlyywmnin cnocob: nocoBeToBaTbCs kak ceba BECTU U, eCnin HeT
TOro, K KOMy MOXHO 06paTuTbCsi, TO BHayane ycnokoutbcs. Ecnu Tbl HayHellb
oTBeYaTb OCKOPONEeHusMM Ha OCKOpONeHUs, TO TOMbKO elle Gonblue pasoXCKeLllb
KOHIUKT;

2. YnpaBnsu cBoen kubeppenyTtauuven;

3. AHOHUMHOCTbL B ceTu MHMmasi. CyLuecTBYOT Cnocobbl BbISCHWUTb, KTO CTOMT 3a
@HOHMMHbIM aKKayHTOM,;




4. He cTouT BECTU XynuraHcknin obpas BUPTYaribHON XXMU3HU. VIHTEpHET huKCupyeT Bce
TBOM AENCTBUS U COXpaHSET nx. YaanuTb nx 0yaeT kpanHe 3aTpygHUTENbHO;

5. Cobniogan cBOM BUPTyaribHYHO YeCTb CMOJSIOAY;

6. WrHopupyn eguHuyHbin HeratmB. OpHOpasoBble OCKOPOUTENbHbIE COOOLLEHNS
nyywe nrHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baHn arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLUEHNAMU, B
coumarnbHbIX CeTAX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTMpPaBKM COOOLEHUN C
onpeerneHHbIX agpecos;

8. Ecnu Tbl cBugetenb kubepbynnuHra. TBOoM AEWCTBUS: BbICTYNUTb MPOTUB
npecrnegosaTenis, MnokasaTb €My, 4YTO ero [OencTBUS OUEHWBAKTCA HeraTtuBHO,
noggepXxaTb >KepTBY, KOTOPOW HyXHa MCUXOformyeckass MnomMoLb, COOBLWMTb
B3POCINbIM O hakTe arpeccnBHOro NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpemMeHHble CMapTOHbl M NnaHweTbl cogepxat B cebe BnomHe B3pOCHbIf
yHKUMOHAN, W Tenepb OHM  MOFYT KOHKYpUpoBaTb CO CTauMOHapHbIMU
KomnbtoTepamn. OaHaKo, cpeAcTB 3awuTbl Ang nNogoOHbIX YCTPOMCTB MOKa O4YeHb
Mano. TecTupoBaHue M NOUCK YySA3BUMOCTEN B HMUX MPOUCXOOUT HE TaK MHTEHCUBHO,
kak gn4a MK, To ke camoe kacaeTcsa U MOOUIMbHBIX MPUITOXKEHUIA.

CoBpemMeHHble MObOUnbHble 6pay3epbl YyXe MpakTUY4eCcKM OOrHanu HacTosbHbIE
aHanoru, ogHako pacwmpeHue yHKUMOHana BreyeT 3a cobon 60nbLUYI0 CMOXHOCTb
N MEHbLLYH 3aLUNLLEHHOCTb.

[laneko He Bce Npou3BoaMTENN BbINyCKaloT OOHOBMNEHUS, 3aKpblBalOLME KpUTUYECKNE
YS13BMMOCTU OJ151 CBOUX YCTPOWCTB.

OcHoBHbIE coBEThHI ANnga 6e3onacHOCTU MOBUIbLHOro TenedoHa:

1. Hnuero He siBnsieTcs no-Hactosiwemy G6ecnnaTtHbiM. byab ocTopoXeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-To niaTHble
ycnyru;

2. lyman, npexge 4yem otnpasnts SMS, poto unm Bnaeo. Tbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTOore?

3. HeobxogmMmo oOHOBASATL ONepaumoHHy0 CUCTEMY TBOEro CMapT(oHa;

4. /icnonb3yn aHTUBMPYCHbIE NporpamMmmbl At MOBUIbHBLIX TENEOHOB;

5. He 3arpyxan npunoxeHus oT HEU3BECTHOIO NCTOYHMKA, Beb OHM MOTYT cogepxaTtb
BPEeOOHOCHOE NporpaMMHoe obecneveHune;

6. [Nocne Toro kak Tbl BblgeLWb C CanTa, rge BBOAWUI JIMYHYKO MHpOpMaumto, 3anamn B
HacTpownkn bpaysepa n yganm cookies;

7. Nepuoanyeckn NpoBepsAn Kakme nnaTHble YCnyrn akTMBMpoOBaHbl HAa TBOEM HOMEPE;
8. [laBai cBon HomMep MOBUNbHOro TenedoHa TONbKO NOASAM, KOTOPbIX Thl 3HaeLb U
KOMY OoBepsieLb;

9. Bluetooth gomkeH ObITb BbIKMOYEH, KOrda Thl UM He Mnonb3yelbes. He 3abbiBan
NMHorga npoBepsTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHManH-Urpbl - 3TO Kpaco4vHble, 3axBaTbiBalOLMe pa3BievYeHus,
obbeanHsWmMe COTHM ThICSAY YenoBek no BceMmy mupy. Arpoku uccnenyot AaHHbIv
UM mMup, obLiaroTca Apyr C APYroM, BbIMOMHAT 3a4aHUs, CpaXxatTcs C MOHCTpamMu m
nonyyaroT onbIT. 3a YAOBONLCTBME OHWU NNATAT: MOKyNawT AUCK, OnfayvvBaroT
aboHeMeHT unu npruobpeTaroT Kakme-To OnunK.

Bce aTu cpeactea uayT Ha noggepkaHue U pasBUTUE Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCA CUCTEMbl aBTOPU3auuK, BbIMYCKAOTCA HOBbIE
natum (UmMcppoBble 3annaTky A5s NporpamMm), 3aKpbiBalTCH YA3BUMOCTU CEPBEPOB.

B nogoBHbIX nrpax CToMT onacaTbCs He CTOSIbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXwu



TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHOBHble coBeTbl M0 6&30NacHOCTM TBOErO UFPOBOrO akkayHTa:

1. Ecnn ppyron wrpok BepgetT cebsi nnoxo unum co3gaet T1ebe HenpuaTHOCTW,
3abroKMpyKn ero B CNUCKe UrpoKOB;

2. loxanynca agMmuHUcTpaTopaM WUrpbl Ha Mroxoe rMoBedeHne 3dTOro WUrpoka,
XenatenbHO NPUNOXWUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4Hyto MHGopmaumio B npodamnne urpsbl;

4. YBaxawn gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBam HeouumnarnbHblie naTtin n Moapl;

6. Micnonb3yn crnioxHble 1 pasHble naponu,

7. Jaxe BO BpeMsi Urpbl HEe CTOUT OTKNOYaTb aHTMBUPYC. [Moka Tbl urpaellb, TBOM
KOMMbOTEP MOTYT 3apa3unTb.

DULLMHT UK KpaXKa JINYHbIX AaHHbIX

OObl4HOM KpaXken AeHer U OOKYMEHTOB CErofHsl YK€ HWKOro He yauMBMLIb, HO C
pasBUTUEM MHTEPHET-TEXHOMOMMA 3MOYMbILUNIEHHUKA NEepeMECTUNINCbL B MHTEPHET, U
NPOAOIPKAOT 3aHNMATBLCA «IIOOUMbIM» OENOM.

Tak nosBunacb HoBas yrposa: MHTEPHET-MOLUEHHUYECTBa U OULLINHT, rMaBHas Lenb
KOTOPOro COCTOWUT B MOSMyYeHUN KOHpMAeHUManbHbIX AaHHbIX MNonb3oBaTenen —
nornHoB 1 naponen. Ha aHrnuinckom a3sbike phishing yntaetca kak duwmHr (ot fishing
— pbIBHaga nosns, password — naporsb).

OcHoBHble coBeTbl M0 6opbbe ¢ DULLNHIOM:

1. Cnegmn 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina
B3floMaHa, TO Heobxoaumo 3abnokMpoBaTb €€ M CcoobWMTb agMUHUCTpaTopam
pecypca 06 9TOM Kak MOXHO cKopee;

2. Wcnonb3yn 6GesonacHble Be6G-CanTbl, B TOM 4uUCRe, WHTEPHET-MarasvHoB W
MOUCKOBbIX CUCTEM,;

3. Vcnonbayi cnoxHble 1 pasHble naponu. Taknm obpasom, ecnvm Tebs B3nomatoT, TO
3M10YMBbILLMEHHMKN NoyyYaT JOCTYN TOSbKO K OQHOMY TBOEMY NpOodusio B CETU, a He
KO BCEM,;

4. Ecnn Tebsa Banomanu, TO HeobxoaMmo npenynpeuTb BCEeX CBOWUX 3HAKOMbIX,
KoTopble fobaBneHbl y Teba B Apy3bsiX, O TOM, 4YTO Teba B3niomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha ULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan hannbl U apyrne BrOXEHUS B MUCbMax gaXe eCcin OHW Npuwnu oT
TBOUX ApYy3en. Jlydlle yTOYHWN Y HUX, OTNPaBnAnmn N oHn Tebe aTn dannsl.

LUudposas penyrauus

LindbpoBasa penytaumsa - 9TO HeratMBHaa unv MNo3UTUBHAA WHAOpPMauus B CEeTU O
Tebe. KomnpomeTupywowaa uHpoOpMaumss pasMeLlLleHHas B WHTEpPHETe MOXeT
cepbe3HbiM 00pa3omM OTpa3nMTbCsl Ha TBOEW peanbHoW XusHu. «Llndposas
penytaumsa» - 9TO TBOW UMWUOXK, KOTOPbI hopmupyeTcs n3 uHgopmauum o tebe B
NHTEepHeTe.

TBOe MecCTO XuTenbCTBa, Yy4ebbl, TBOE (pMHAHCOBOE MOMOXEHNE, OCOBEHHOCTU
Xapakrepa 1 pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne nogpoCTKM NErkOMbICIIEHHO OTHOCATCS K NyOnukauumn NMYHON MHgpopmaummn B
VHTepHeTe, He nMoOHMMas BO3MOXHbIX MOCNeACTBUW. Tbl [axe He CMOXellb
aoragatbCsl O TOM, YTO dpoTorpadmsi, pasmMeLleHHaa 5 neT Hasag, ctana nNpuYMHOMn
OTKasa NpuHATbL Tebs Ha paboTy.

KommeHTapun, pasmelleHue TBoux poTorpacpum v gpyrme OEUCTBUA MOTYT He
MCYE3HYTb [aXe Nocne Toro, Kak Tbl UX yAanuwb. Tbl He 3HaELUb, KTO COXpaHuUn aTy




MHopMauuio, nonana nnm oHa B nouckosble CCUCTEMBbI U COXpaHWracb M OHa, a
rmaBHOE: YTO nogymatoT o Tebe okpyxaroLlee noav, KOTopble HanayT U yBUOAT 3TO.
HanTtn nigopmaumo MHOro fieT CnycTa cMoXeT Ntobon - kak n3 4obpbix NoGyKaeHWN,
Tak U C HAMepeHEM MPUYUHUTE Bpen. OTO MOXET BbITb KTO YrogHo.

OcHOBHbIE COBETbI NO 3aLMTe LNPPOBON penyTaumnmn:

1. Mogyman, npexge 4em 4YTo-TO NydGnukoBaTb U nNepepasath y ceba B 6rnore unm B
couunanbHOu CeTu;

2. B HacTporkax npoduna yCTaHOBU OrpaHUYEHUs Ha NPOCMOTP TBOEro npoduns u
ero CoAepXnmMoro, caenan ero TonbKo «Ana apy3en»;

3. He pasmewanm wn He ykasbiBah WHGPOPMaALMIO, KOTOpasi MOXeT Koro-nmbo
OCKOpbnATbL Unu obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOSIbHUKM- aKTUBHbIE MOMb3oBaTenn UMEGPOBOro NpoCcTpaHCTBa.
OpgHako pJaneko He BCe 3HalT, 4YTO MNOMb30BaHME MHOMMMU  BO3MOXHOCTAMM
UndpoBoro Mmpa TpebyeTt cobntofgeHnst NpaB Ha MHTENNEKTYarnbHY COOCTBEHHOCTb.
TepMUH «mHTennekTyanbHass COOGCTBEHHOCTb» OTHOCUTCA K PasfMyHbIM TBOPEHUSM
4YenoBEeYeCKOro yma, HauymHaa C HOBbIX M306peTeHui M 3HakoB, O0603HaYaroLnX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn , U 3akaH4MBas KHuramu, cotorpadusimu,
KMHOOMIbMaMn 1 My3blKanbHbIMU MPOM3BESEHNAMMN.

ABTOpCKME MNpaBa - 3TO MNpaBa Ha WHTENneKTyanbHyl COOCTBEHHOCTb Ha
npou3BefeHNs Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNawT B
KayecTBe rapaHTum TOro, YTO UHTENNEKTyanbHbIN/TBOPYECKMI TPYA aBTopa He Gyaer
HanpacHbIM, JacT emy cnpaBeanunBble BO3MOXHOCTU 3apaboTaTb Ha pesynbratax
CBOEro Tpyaa, Nofy41MTb M3BECTHOCTb U NpusHaHune. HukTo 6e3 paspellueHnss aBTopa
He MOXeT BOCNPOU3BOAUTbL €ro npousBedeHne, pacnpocTpaHaATb, MNy6nu4Ho
AEMOHCTpMpoBaTb, NpogaBaTb, WMMOPTUPOBATb, MNyckaTb B npokaTt, ny6nnyHo
MCNONHATb, NOKa3bIBaTb/MCNONHATL B adunpe nnun pasmellatb B VIHTepHeTe.
Ncnonb3oBaHne «nNupaTtckoro» nporpammMHoro obecnevyeHust MoOXeT MpuMBECTM K
MHOMMM pUCKaM: OT MOTepU AaHHbIX K TBOMM akkayHTam A0 OrOKMPOBKM TBOErO
YCTPOWCTBA, [A4e YCTAHOBMEHHLIN He neranbHas nporpamma. He crtouT Takke
3abbIBaTh, YTO CyLleCcTBYeT neranbHble U 6ecnnaTHble NpPorpamMmmbl, KOTOPbIE MOXHO
HaNTU B CETMW.

O nopTane

CeTteBMYOK.pcp - TBOW rNaBHbI COBETYMK B CETU. 34eCb Tbl MOXELWb Yy3HaTb O
6e30nacHOCTM B CeTU MOHATHBIM W AOCTYMHbIM $3bIKOM, a MNpU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpatuTbCa 3a COBETOM. A TakkKe MNpUHATbL ydacTne B
KOHKypCax 1 ctaTtb caMbiM UUAPOBLIM rpaxkgaHMHOM!



